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A note about plain English

This document follows plain English guidance, in line with our corporate commitment to
clear communications. In particular, it uses the following terms.

= ‘We', ‘us’ and ‘our’ when referring to the council (as an organisation), our collective
responsibilities (as authorised users of council IT assets), and when discussing specific
activities.

= ‘You' and ‘your’ when referring to the individual responsibilities and actions of
authorised users of council IT assets.
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1. Introduction

Information is a critical asset. We rely on physical
assets and information technology (IT) to use, store,
manage, process, and share information. We must
secure and protect these so we can continue to
deliver our services, carry out our statutory duties,
and support our internal business functions.

Information security covers the following.

1. Physical access to electronic and paper-based information assets.

2. Logical access to electronic information, and IT systems and services, both hosted
within our own network and cloud-based - including business systems and applications,
office software, databases, websites, and apps.

3. Network infrastructure and services including hardware and software, both within our
own network and through cloud managed services - including routers, switches, gateways,
firewalls, servers, and monitoring and management tools.

Legislation governing data and IT systems, both corporate and business function specific.
Compliance requirements and standards set out by government and regulatory bodies.

Privacy rights of our customers, service users, employees and other authorised IT users.

N o ok

Supply chain security, particularly where a third party holds our information or
processes it on our behalf.

The council owns all information we store. We securely manage this along with
the devices, systems and services we use to create, store, access and process it.

2. Purpose

This Information Security Policy provides a framework for effective information security that
balances the benefits and risks of processing information. It is a control factor for the
Information Security and Governance corporate risk and aligns with the following.

» Digital and IT Strategy - this brings together separate but related plans and policies -
including this one - that contribute to our digital vision.

= |ts sister policies - Data Protection , Payment Card Data Security, and Records and
Information Management - that maintain the safety, confidentiality, integrity and
availability of our information.

= Acceptable Use of IT Policy - this informs the council’s IT users on how to appropriately
use IT assets to store and process information.

» Related legislation.
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3. Scope

This policy applies to every person who creates, accesses, processes and otherwise uses
information on our behalf or in an official capacity - both IT and non-IT users. This includes all
employees, councillors, contractors, consultants, temporary agency staff, modern
apprentices, students, volunteers, and any other authorised third parties.

4. Governance

The Policy and Strategy Committee has approval authority for, and oversight of, this policy.
The Data Management Team then the Data Governance Board - as key stakeholders -
oversee its review and consider its contents before referring it on for approval. The Chief
Officer of Business and Digital - as the council’s Senior Information Risk Owner - is
accountable for its governance. The Information Security and Risk team is responsible for
the following activities.

1. Produce, publish and promote this policy.

a. Writeitin a way that's easy to read and understand.
b. Consult with relevant stakeholders on its content and implications.
c. Make sure all users can access it.

2. Give guidance on how to apply and comply with this policy through standards, procedures
and guidance notes - see product set for list and links.

3. Review and report on this policy.

a. Review every two years, with other reviews when needed. For example, following a
critical security incident, new legislation, a significant threat, an audit action.

b. Report to management teams, governance and working groups, committees and
scrutiny panels.

5. Policy compliance

Every person with access to our information and
who uses it in the course of council-related work or
in an official capacity, must comply with this policy,
and all the policies, standards, procedures and
guidance it references.

This includes:

= only using our information for its intended purpose - unless authorised to do otherwise;
= maintaining its confidentiality and integrity, and
= Kkeeping it safe.
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Appendix 1 describes the roles and responsibilities of the following key people and groups in
supporting, promoting and complying with this policy.

Chief Executive

Senior Information Risk Owner
Corporate Management Team
Business and Digital Delivery Board
Data Governance Board

Data Management Team
Information Risk Manager

All Managers

Everyone in the scope of this policy.

6. Policy objectives

This policy sets our strategic position and lays the
foundations for effective information security.

Its key objectives are as follow.

1.

Show clear executive-level understanding of the value of information and the need to
make resources available to protect it.

Help everyone who accesses or processes our information understand:

a. why we must protect its confidentiality, integrity, and availability;
b. the controls we use to protect it; and
c. theirrolein this.

Show our key stakeholders - such as elected members, our residents, customers and
service users - that we treat and protect information in line with its value and sensitivity.

Provide a development and review process for information security related standards,
procedures, and guidance.

Promote compliance with all legislation and regulations governing our information assets.

Maximise the benefits of our information whilst identifying and managing associated
information risks.

7. Information security controls
7.1. Managing risk

Managing risk is critical to keeping our information secure. This process includes identifying,
assessing, and monitoring risks to

the information we hold, and

information storage facilities and processing systems.
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We do the following to manage information risks.

1. Use network controls, specialist systems and privileged utility programs to protect our IT
infrastructure.

Produce and promote policies, standards, and guidance.
Develop and implement security operational procedures.

Produce mandatory training for employees and deliver awareness sessions for councillors.

oA WeN

Routinely raise awareness about information security, both generally and topic specific.
This includes issuing alerts and guidance about specific threats, as they occur.

6. Agree specific treatment plans for the risks we manage - and invoke them when we need
to - in line with the Risk Management Strategy.

7.2. Managing information

This policy - and related Data Protection and Records and Information Management policies -
define how we manage and use information. We have a range of supporting products,
relating to specific elements of this. In particular -

Information classification and handling: The Standard and Guidance helps everyone:

= understand the different classes of information and what we use them for;

= decide which classification to use for an information asset, based on the sensitivity and
confidentiality of its content;

=  know how to handle information based on its classification.

Records retention: The Records Retention Schedule helps us decide

1. how long to keep information, and
2. whether to dispose of, archive or permanently preserve it.

Information assets: The Information Asset Register details all of our current information
assets held on record. It includes the following for each:

— asset reference, name and description;

owner, administrator, service and business unit;
classification and whether it contains personal information;
any legislative basis for processing the information; and

Vil

format (paper or digital) and reuse status.

Other guidance to help manage information securely.

We store user guidance on our InsideNL document library, covering specific topics including
the following.

=  Email security guidance

= Home Working and Information Security Guidance

= |T Authentication (Password) and Secure Access User Guidance
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7.3. Training and awareness

We use training and awareness to help manage information risk. This includes giving people
the knowledge and confidence they need to carry out their information security
responsibilities. This in turn will change behaviours to further protect the information we
hold, and our information storage facilities and processing systems.

There are a series of mandatory training modules on LearnNL covering the core elements
of information governance.

* Data protection

* Information security

= Records and Information management

Employees must complete this training every two years to keep up to date with any changes
in policy or legislation.

We carry out a range of awareness raising activities using different types of media and
systems to promote information security, share information and build knowledge. We
generally communicate with everyone but also target specific audiences - where appropriate.

Awareness raising

Activities

We maintain a constant flow of content to keep everyone involved and informed. Examples
include the following.

= Routinely sharing information, both general and topic specific.

* Promoting events and campaigns such as Cyber Security Week.

= Publishing Cyber-i, the information security and risk quarterly digest.

= Issuing alerts and guidance about specific threats, as they occur - for example a new
phishing scam designed to steal information.

= Engaging directly on Viva Engage (also known as Yammer), including answering
questions, asking for opinions, and signposting to useful content elsewhere.

= Notifying users of policy changes, new standards, procedures and guidance.
= Delivering councillor awareness sessions.

Media
We use a range of media, including the following.

= Information Security and Risk community on Viva Engage
= Council news on InsideNL
= InsideNL Information Security and Risk document libraries

= Staff announcement emails
= Chief Executive's newsletter
= Toast popup notifications
* PowerPoint presentations
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7.4. Operational security

Information is at the core of all our operational activities. As such we use procedures and
controls to manage it securely it at every stage of its lifecycle.

/ Create \

=P =
Destroy IEIIEII
or retain Store

Information
lifecycle

Figure 1: Information lifecycle
Key operational activities include the following.

= Compliance: Legislation, regulations, and data sharing arrangements.
* People resources procedures: Recruitment, disclosure and other vetting processes.
= Access control: How we control access to information and systems, as defined in our
Access Control Standard, related procedures and guidance, and Code of Connection
procedures. This comprises the following.
= User access including identity and access management, provisioning, privileged access
management, passwords and other authenticators, and user authentication and
secure access responsibilities.
= Device access including council devices and personal devices.
= Access to IT systems and services including system controls to protect against
unauthorised access, service disruption, data breach and data loss.
= Access to network infrastructure and services including network controls and
procedures, and privileged utility programs.
= Access to electronic information using permissions and privileges.

* IT operational controls: This includes products and procedures to manage change,
protect and manage our network infrastructure, introduce and decommission systems,
and replace and dispose of hardware.

* Information security incidents: The Information Security Incident Management
Procedure explains how we react to actual and suspected security incidents.

= Business continuity: The [T Systems Resiliency and Disaster Recovery Standard classifies
IT systems in terms of how critical they are to our service delivery and business continuity.
The most important systems are gold, followed by silver then bronze.

= Supply chain security: Following the Supply Chain Cyber Security Standard and
Purchasing Cloud-based Services Cyber Security Guidance when buying cloud-based
systems or services.

Information Security Policy v4.0 9


https://nlcgov.sharepoint.com/sites/InsideNL/Shared%20Documents/Forms/AllItems.aspx?csf=1&web=1&e=Z9vVEk&cid=ed1a6eda%2Dca79%2D4ffe%2Dbd7f%2D54f76d775d1e&FolderCTID=0x012000F2E712866ACFE14F95F009EC56483618&id=%2Fsites%2FInsideNL%2FShared%20Documents%2FInformation%20governance%2FInformation%20security%20and%20risk%2FAccess%20control&viewid=d26b8c9d%2D23ee%2D4fd7%2D9bb8%2D0d8ffb1815fe
https://nlcgov.sharepoint.com/:f:/r/sites/InsideNL/Shared%20Documents/Information%20governance/Information%20security%20and%20risk/Code%20of%20Connection%20(CoCo)?csf=1&web=1&e=F24wK9
https://nlcgov.sharepoint.com/:f:/r/sites/InsideNL/Shared%20Documents/Information%20governance/Information%20security%20and%20risk/Code%20of%20Connection%20(CoCo)?csf=1&web=1&e=F24wK9
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* Procurement: The Corporate Procurement model includes governance arrangements,

procedures for engaging with suppliers, and procurement toolkits and templates.

* Project management controls: The Project Management Framework includes records

management, data protection and information security guidance for its product set

8. Product set

The table below lists documents in the Information Security Policy product set and other

related products. This may include links to other file types, websites and IT systems.

* Those listed under policies, standards, procedures and guidance are the responsibility of
the Information Security and Risk team.

* Those listed under related products are the responsibility of other teams, services or

agencies.

Product type

Policies

Standards

Procedures

Guidance

Product

Acceptable Use of IT Policy
Payment Card Data Security Policy

Access Control Standard

IT Systems Resiliency and Disaster Recovery Standard
Information Classification and Handling Standard
Supply Chain Cyber Security Standard

Access Control procedures

Code of Connection procedures
Information Security Incident Management Procedure

Cyber-i
Email security guidance

Home Working and Information Security Guidance

IT Authentication (Password) and Secure Access User Guidance
Information Classification and Handling Guidance

Information Security and Risk on Viva Engage (aka Yammer)
InsideNL document library

Purchasing Cloud-based Services Cyber Security Guidance

Corporate Procurement model

Council news on InsideNL

Data Protection Policy

Digital and IT Strategy
Information Asset Register
LearnNL

Project Management Framework

Records and Information Management Policy
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https://nlcgov.sharepoint.com/:b:/r/sites/InsideNL/Shared%20Documents/Information%20governance/Information%20security%20and%20risk/Information%20security/Information%20Security%20Incident%20Management%20procedure.pdf?csf=1&web=1&e=DzBS46
https://nlcgov.sharepoint.com/:f:/r/sites/InsideNL/Shared%20Documents/Information%20governance/Information%20security%20and%20risk/Cyber-i%20quarterly%20digest?csf=1&web=1&e=4GN3h0
https://nlcgov.sharepoint.com/:b:/r/sites/InsideNL/Shared%20Documents/Information%20governance/Information%20security%20and%20risk/Information%20security/Email%20Security%20Guidance.pdf?csf=1&web=1&e=1qI33A
https://nlcgov.sharepoint.com/:b:/r/sites/InsideNL/Shared%20Documents/Information%20governance/Information%20security%20and%20risk/Information%20security/Home%20Working%20and%20Information%20Security%20Guidance.pdf?csf=1&web=1&e=FmFsDp
https://nlcgov.sharepoint.com/:b:/r/sites/InsideNL/Shared%20Documents/Information%20governance/Information%20security%20and%20risk/Access%20control/IT%20Authentication%20(Password)%20and%20Secure%20Access%20User%20Guidance.pdf?csf=1&web=1&e=0gRSEO
https://nlcgov.sharepoint.com/:b:/r/sites/InsideNL/Shared%20Documents/Information%20governance/Information%20security%20and%20risk/Access%20control/IT%20Authentication%20(Password)%20and%20Secure%20Access%20User%20Guidance.pdf?csf=1&web=1&e=0gRSEO
https://nlcgov.sharepoint.com/:b:/r/sites/InsideNL/Shared%20Documents/Information%20governance/Information%20security%20and%20risk/Information%20security/Information%20Classification%20and%20Handling%20Guidance.pdf?csf=1&web=1&e=HeAUtx
https://web.yammer.com/main/org/northlan.gov.uk/groups/eyJfdHlwZSI6Ikdyb3VwIiwiaWQiOiIxMjA0NTA3NDQzMyJ9/all
https://nlcgov.sharepoint.com/sites/InsideNL/Shared%20Documents/Forms/AllItems.aspx?csf=1&web=1&e=Z9vVEk&cid=ed1a6eda%2Dca79%2D4ffe%2Dbd7f%2D54f76d775d1e&FolderCTID=0x012000F2E712866ACFE14F95F009EC56483618&id=%2Fsites%2FInsideNL%2FShared%20Documents%2FInformation%20governance%2FInformation%20security%20and%20risk&viewid=d26b8c9d%2D23ee%2D4fd7%2D9bb8%2D0d8ffb1815fe
https://nlcgov.sharepoint.com/:b:/r/sites/InsideNL/Shared%20Documents/Information%20governance/Information%20security%20and%20risk/Supply%20chain%20cyber%20security/Purchasing%20Cloud-based%20Services%20Cyber%20Security%20Guidance.pdf?csf=1&web=1&e=MJI52W
https://nlcgov.sharepoint.com/sites/InsideNL/Shared%20Documents/Forms/AllItems.aspx?csf=1&web=1&e=Z9vVEk&cid=ed1a6eda%2Dca79%2D4ffe%2Dbd7f%2D54f76d775d1e&FolderCTID=0x012000F2E712866ACFE14F95F009EC56483618&id=%2Fsites%2FInsideNL%2FShared%20Documents%2FProcurement&viewid=d26b8c9d%2D23ee%2D4fd7%2D9bb8%2D0d8ffb1815fe
https://nlcgov.sharepoint.com/sites/InsideNL/_layouts/15/news.aspx?title=Council%20News&newsSource=1&instanceId=95819097-3d24-4249-a987-1ff25f25bcd3&webPartId=8c88f208-6c77-4bdb-86a0-0c47b4316588&serverRelativeUrl=%2Fsites%2FInsideNL&pagesListId=4a80d66a-671d-428f-adcf-f055b02f1412
https://nlcgov.sharepoint.com/:b:/r/sites/InsideNL/Shared%20Documents/Information%20governance/Data%20protection/Data%20Protection%20Policy.pdf?csf=1&web=1&e=a2NjQO
https://www.northlanarkshire.gov.uk/sites/default/files/2022-11/digital%20and%20IT%20strategy%202022%20annual%20refresh%20accessible.pdf
https://nlcgov.sharepoint.com/:u:/r/sites/InsideNL/Shared%20Documents/Information%20governance/Information%20Asset%20Register/Information%20Asset%20Register%20Read%20Only.url?csf=1&web=1&e=dUODLb
https://learnnl.learningpool.com/login/index.php
https://nlcgov.sharepoint.com/sites/InsideNL/Shared%20Documents/Forms/AllItems.aspx?id=%2Fsites%2FInsideNL%2FShared%20Documents%2FProject%20Management%20Framework&viewid=d26b8c9d%2D23ee%2D4fd7%2D9bb8%2D0d8ffb1815fe
https://nlcgov.sharepoint.com/:b:/r/sites/InsideNL/Shared%20Documents/Information%20governance/Records%20and%20information%20management/Records%20and%20Information%20Management%20Policy/Records%20and%20Information%20Management%20Policy.pdf?csf=1&web=1&e=UeCIzU

Product type

Related products
(continued)

Legislation,
regulations, and
government
guidance

Product

= Records Retention Schedule
= Risk Management Strategy

= Data Protection Act 2018

» Government Security Classifications

= Public Bodies (Joint Working) (Scotland) Act 2014

* Public Records (Scotland) Act 2011

» Scottish Public Sector Cyber Resilience Framework

* The Data Protection, Privacy and Electronic Communications

(Amendments etc) (EU Exit) Regulations 2020

Information Security Policy v4.0
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https://www.northlanarkshire.gov.uk/your-council/managing-information/data-protection/north-lanarkshire-council-records-retention-schedule
https://nlcgov.sharepoint.com/sites/InsideNL/Shared%20Documents/Forms/AllItems.aspx?id=%2Fsites%2FInsideNL%2FShared%20Documents%2FRisk%20Management&viewid=d26b8c9d%2D23ee%2D4fd7%2D9bb8%2D0d8ffb1815fe
https://www.legislation.gov.uk/ukpga/2018/12/contents
https://www.gov.uk/government/publications/government-security-classifications
https://www.legislation.gov.uk/asp/2014/9/contents
https://www.legislation.gov.uk/asp/2011/12/contents
https://www.gov.scot/publications/cyber-resilience-framework/
https://www.legislation.gov.uk/uksi/2020/1586/contents/made
https://www.legislation.gov.uk/uksi/2020/1586/contents/made

Appendix 1: Information security roles and

responsibilities

Role

Chief Executive of North Lanarkshire
Council.

Senior Information Risk Owner (SIRO)

The Chief Officer of Business and Digital
has this role.

Corporate Management Team

The council's executive board. Members
are the Chief Executive, Depute Chief
Executive, SIRO, and Chief Officers.

Data Governance Board

A senior officer group of business
information owners and subject matter
experts from all services. Chaired by the
SIRO.

Data Management Team

An officer group from all services with
responsibility for business information
including processes and IT systems.

Information Risk Manager

Our lead subject matter expert on
information security and risk
management.

Information Security Policy v4.0

Responsibilities

Overall accountability for the protection of
information we own and process.

Make sure we protect our:

= jnformation; and
= information storage facilities and
processing systems.

Accountable for information security
governance.

Sign off on our information security controls
and practices.

Consider reports on the effectiveness of our
information security practices.

Assure robust information governance of this
policy.

Consider revisions before passing to the
Policy and Strategy Committee for approval.

Individual members must make sure their
service complies with this policy and related
standards, procedures and guidance.

Collectively the team:

= oversees the review of this policy; and

= agrees revisions before passing to the Data
Governance Board for consideration.

Co-ordinate and monitor activities to manage
our information risk posture, including:

* network controls, specialist systems, and
privileged utility programs to protect our IT
infrastructure; and

* mandatory training and awareness raising.

Produce and promote this policy and related

standards, procedures and guidance.
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Role

All managers

Anyone responsible for managing a
function or group of people within the
council. This includes information
owners.

Everyone

As per the scope, every person who
creates, accesses, processes and
otherwise uses information on our
behalf or in an official capacity - both IT
and non-IT users.

Information Security Policy v4.0

Responsibilities

Make sure processes and security controls are

in place to manage information effectively.

Make sure staff members:

= follow policies, standards, procedures and
guidance; and

= keep up to date with mandatory training.

Follow policies, standards, procedures and
guidance, and protect council information,
devices, information storage facilities and
processing systems in line with them.
Keep up to date with:

* mandatory training; and

= general awareness communications.
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